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Related issues with Uber, Tesla, Google (Waymo) and Ford
Source: 
[1] Boeing’s crashes expose reliance on sensors vulnerable to damage, 2019.
[2] Report: Uber’s self-driving car sensors ignored cyclist in fatal accident, 
2018.
[3] Report: Tesla says fatal crash involved Autopilot, 2018
[4] Report: A Google self-driving car caused a crash for the first time, 2016.
[5] Report: Ford-backed self-driving car involved in an accident that sent two 
people to the hospital, 2018.
Boeing’s Crashes Expose Reliance on Sensors 
Vulnerable to Damage




2016 Autonomous vehicle disengagement data: California Department of Motor Vehicles
• Emergence of safety-critical autonomous cyber-physical systems
• Increasing vulnerability to electro-mechanical performance degradation 
and failures




Design self-aware autonomous systems that are 
resilient to electro-mechanical degradation, failures 
in sensors, actuators and control program
Need to address error detection, diagnosis and 
correction/compensation in real-time without 
expensive hardware and computation overhead
Real-Time Error 

















PRELIMINARIES: STATE VARIABLE SYSTEM
?̇?𝑥 = 𝑓𝑓 𝑥𝑥,𝑢𝑢 + 𝑤𝑤(𝑡𝑡)
𝑦𝑦 = ℎ(𝑥𝑥) + 𝑣𝑣(𝑡𝑡)
𝑓𝑓(. ) = System dynamics
ℎ(. ) = Measurement 
model










Plant – physical process to 
be controlled
Actuators/Sensors –
Interface between digital 
and analog world
Controller – Running on 
digital processor core
PRELIMINARIES: LINEAR STATE VARIABLE SYSTEM AND 
LINEAR CHECK
• Introduce coding vector (𝐶𝐶𝐶𝐶) , a row matrix
• 𝑀𝑀 = 𝐶𝐶𝐶𝐶.𝐴𝐴,𝑁𝑁 = 𝐶𝐶𝐶𝐶.𝐵𝐵
• Multiply with 𝐶𝐶𝐶𝐶 and integrate
• Linear check, 𝑒𝑒 𝑡𝑡 = 𝑀𝑀∫𝑥𝑥(𝑡𝑡)𝑑𝑑𝑡𝑡 + 𝑁𝑁∫𝑢𝑢(𝑡𝑡)𝑑𝑑𝑡𝑡 − 𝐶𝐶𝐶𝐶. 𝑥𝑥(𝑡𝑡)
• By design, 𝑒𝑒 𝑡𝑡 = 0 in nominal system in nominal condition
• Practically, for noise and other modeling mismatches, 𝑒𝑒(𝑡𝑡) is 
bounded
• Overhead is 1
𝑛𝑛
, since for 𝑛𝑛 states, 1 extra state is being computed










?̇?𝒙 = 𝑨𝑨𝒙𝒙 + 𝑩𝑩𝑩𝑩
Ra = Armature resistance, La  = Self-
inductance, Kb = Back emf constant, 
Ke = Torque constant, J = Moment of 






























Check, 𝑒𝑒 𝑡𝑡 = 𝑀𝑀∫𝑥𝑥(𝑡𝑡)𝑑𝑑𝑡𝑡 +
𝑁𝑁∫𝑢𝑢(𝑡𝑡)𝑑𝑑𝑡𝑡 − 𝐶𝐶𝐶𝐶. 𝑥𝑥(𝑡𝑡)
TEST CASE AND EXPERIMENTAL RESULTS
Check due to Power supply transient (detected instantaneously)
Error Diagnosis (DC motor) Error Diagnosis (Generator With Infinite Bus)
STATE SPACE CHECKS FOR NONLINEAR SYSTEMS
• Each column represents of observable state measurements and inputs
• F𝑚𝑚 is trained by nonlinear machine learning model
• F𝑐𝑐 is computed by linear weighted sum of next states
• State space check is defined as: 𝑒𝑒 𝑡𝑡 = 𝑣𝑣𝑚𝑚 𝑡𝑡 − 𝑣𝑣𝑐𝑐(𝑡𝑡)
𝒔𝒔 𝒕𝒕 = 𝒚𝒚(𝒕𝒕)𝑩𝑩(𝒕𝒕)





Actuator parametric faultGyroscope transient fault Gyroscope parametric fault
Accelerometer transient fault Accelerometer parametric faultControl program transient fault
TEST CASE (QUADCOPTER) AND EXPERIMENTAL RESULTS
System check Control check Motor check
Transient fault is injected in control program. Detected and 
diagnosed in system check and control check
General setup Hierarchical check for quadcopter system
• 12 state variables
• 𝑠𝑠𝑡𝑡𝑠𝑠𝑡𝑡𝑒𝑒 = 𝑥𝑥,𝑦𝑦, 𝑧𝑧, ?̇?𝑥, ?̇?𝑦, ?̇?𝑧, φ,𝜃𝜃,𝜓𝜓, φ̇ , ?̇?𝜃, ?̇?𝜓 𝑇𝑇
• Sensor: Accelerometer and Gyroscope
• Actuator: Brushless DC motor
